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2 Starting the Application

[ FoT]

ASABANKA

Nada i snazna!
Electronic Banking

Please, type In your cregentias.

Username

- J

Password

signin

0 securry
ASA Banka - Nata | snana does nat raquie customer data via SMS
or e-mail except auhentieation code. If you have raceived an SMS
mssags oro-mail from which, on bshal ofths Bark, customes data s

toquestod, ploasa REPORT A FRAUDULENT ATTEMPT by caling Ly
4387 33 586.870.

Figure 1 - User application

When you start the application the window opens, as displayed on the above Figure, which allows the following
functions:

e Login —system authentication. User name and password should be entered.

e Language option —the option which allows change of the application language.

o Remember me —makes the application remember the user name so that any future sign in would be
made easier.

1.1 Additional authentication
After successful entering of user name and password, only in case when user has additional authentication, it is

necessary to enter additional code (token). Additional authentication window is shown in the Figure below. The
message on the screen depends on the type of additional authentication.

Check your SMS messages for a
required code.

Cancel Confirm

Figure 2 - Additional authentication window

4
Remark: It is possible that some of the functionalities of the application are not available in your
configuration.



1.2 Choosing the owner

After successful application signing in, only in cases in which application user has a right to work with multiple
accounts of various companies, it is necessary to choose the owner of the account. After choosing the account
owner the user application process is complete.

Choose an account owner

Figure 3 - Choosing the owner

5
Remark: It is possible that some of the functionalities of the application are not available in your
configuration.



3 Homepage

Application homepage is designed in such a way that in one place you have the review of the latest information.

E t Edin (00 ABS AGENT SoMIC sAMI *
Messages o

Good day, ]
Edin6 Donosimo
SIGURNOSTI
- STABILNOST
Q overvew ;:U’Q“fl; raarae Sherbank BH uskoro postaje
S ASRBANKA
ada i snaznal
. Latest transactions ~
ool

& Communication

OBRACUN PLATE 7787 1

© otmer

Bl: SBBH ATM H14T1071 - Mjesta: SARAJEVD

500001

A182111100452570

inal. SEBH ATM H1471011 - iecto: SARAJEVO

I Karice 484501
14333 .

Development build

Pawsred by PING © 1997. - 202,

Figure 4 - Homepage
In one place you have the following reviews:

- review of the last five messages that you received either from the bank or e-account issuer, answer to
eventual problem report, requests for bank services.
- last five transactions.

2.1 Messages section

Messages section offers review of the last five received messages. Messages consist of the news you’ve received
from the bank and replies from technical support to the questions you’ve sent through the ‘Contact Us’ Module.

Messages [ 0]

Good day. ) Aida testna vijes e aone

: s @ Aida testna vijest 05.06.2018

Edin6 5 Alda tesina viiest 00:00-00

b Alda tesi vijes 05.06.2018

) CRM Vilest (basanski 10:40:04

) CRM Vijest (bosans 22122014

Last login: Other messages
06.04.2022 u 14:27:39

IP Address: 192.168.213.233

Figure 5 - The latest messages

On the left side of the section, beside greeting message, you have the information about the date and time of
the last system log in, and the information about the IP address from which the last log in was done.



In the upper part of the section you have the total number of the received messages, according to the categories,

which you have not read:

The message consists of the message title and date and time of its arrival. Clicking on the title of the message
you open the content of the message. Clicking on the lower left link Other Messages you open the homepage of
the Messages Module, where resides the list of all available messages.

2.2 The Last Transactions Section

This section provides review of the last five transactions from all of your accounts.

Latest transactions ~

Figure 6 - The Last Transactions

- Type of transaction:
o  Withdrawal — withdrawal of money from one of the accounts,
o Payment —deposit money on one of the accounts,

- Date and time of the transaction,

- Name of sender,

- Alias of the account,

- Transaction description,

- Transaction amount.



4 Setting
S

You're signed in as Edinb (0D ABS AGENT SOVIC SAMIR)

© Personal profile

00:0(
05.06.2

B Choose an account owner -

00-00 @ Lock

05.06.2| )
m  Signout
10:41

221220 ..

&

Settings

Figure 7 — Menu settings

Menu Settings offers the following functions:

e  Profile —display and updating of user settings.

e Choose the owner — changing the owner of the account.
o  Lock up —temporary locking up of the application.

e Logout —logging out from the application.

3.1 Profile
Within the user profile it is possible to:

e Review personal information.
o  Review the list of the accounts and corresponding user rights.
e  Change the password.

[5 Personal data

Usename demo Telephone 38761305790 City
First Name Eding E-mail dzazra@ping.ba Postal Code
Middle Name Bill Fax 4566 Address

Last Name Gates

E Accounts list

@& Password

Figure 8 - User profile

Washington
WC2H TRJ
Lake Washington



R Personal data A L

Usemame demo Telephone +38761305790 City Washington
First Name EdinG E-mail dzazra@ping.ba Postal Code WC2HTRJ
Middle Name Bill Fax 4566 Address Lake Washington
Last Name Gates
E Accounts list ~
Search
Contract ID Alias Type status i)
1000009 Avista $tednja USD Avista Stednja ostale valute AKTIVAN Q
1000160 Test racun 2 Ziro raéun ostala valuta AKTIVAN @
ouss Transacion account long name for testing purpose of displaying account ekt ratun AKTIVAN a
alias in two rows
29160 PREKORACENJE PO TEKUGIM RACUNIMA STANOVNISTVA PREKORACENJE PO TEKUCIM RACUNIMA STANOVNISTVA AKTIVAN %
613097 NENAMJENSKI KREDIT BEZ ZIRANATA FL NENAMJENSKI KREDIT BEZ ZIRANATA FL. AKTIVAN Qg
678218 FL-DK ZA REFINANSIRANJE DUGA KOD DRUGIH BANAKA. FL-DK ZA REFINANSIRANJE DUGA KOD DRUGIH BANAKA AKTIVAN %

Shown 1o 6 from 6 results.

< 1 >

Figure 9 - List of accounts

User profile E

Home / User profile

[3 Personal data ~
Username demo Telephone +38761305790 City Washington
First Name Ediné E-mail dzazra@ping.ba Postal Code WC2H TRJ
Middle Name Bill Fax 4566 Address Lake Washington
Last Name Gates
E Accounts list v
& Password A
Old password

New password *
Confirm new password */

Cancel Change

Figure 10 - Password

3.2 Choosing the owner

You're signed in as Edin6 (0D ABS AGENT SOVIC SAMIR) -3
[2) Personal profile

[R Choose an account owner ~

BARIC DOO KISELJAK

O 049446-P

O 140186-P

O 518207-P
city O 551028-G
Postal Code Q 700752-naziv
Address Q 9780726

Q

a Lock

@ Signout

Figure 11 - Choosing the owner

9
Remark: It is possible that some of the functionalities of the application are not available in your
configuration.



Option Choose the owner is placed within the menu Settings and is available only if the user has the license to
work with multiple accounts of various companies. For more details, see the Figure above.

3.3 Locking up

The option Lock up makes possible the temporary locking up of the application, mostly used because of the need
to leave the computer for the short time, and in this way it is easier to return to the application (without using
additional authentication checkup).

Reactivation of the application demands entering the password of the user who has locked up the application, as
showed in the Figure below.

You're currently signed in as

Please enter your password to unlock the application.

Password

[

Figure 12 - Locking up the application

10
Remark: It is possible that some of the functionalities of the application are not available in your
configuration.



5 Accounts

Accounts LI

Home / Accounts

ALL ACCOUNTS TRANSACTIONS CREDITS

®
>

®
o

Avista stednja USD

(e)

Test racun 2 13.90 BAM ~

(g)

Transaction account long name for testing purpose of displaying account alias in two rows 96,089.08 BAM ~

(g)
v

External ID: 1990490045033364 Available amount: 233.900,00 Reserved balance: 6.269,00 B3 Account has payment cards

4 PREKORACENJE PO TEKUCIM RACUNIMA STANOVNISTVA 2,000.00 BAM ~

S >

< NENAMJENSKI KREDIT BEZ ZIRANATA FL 25,000.00 BAM ~ >
Y

Figure 13- Display of the list of accounts

This module is used to review the list of accounts for which there is a right to work with them through ELBA
system. Within the list certain details of the accounts are shown. In case of the multiple currency account user
can choose the wanted currency from the drop-down menu placed on the right side. Beside the list of the
accounts, the user can open the screen with the details of the selected account. Look at the Figure below.

Account details ‘
Hame | Accourts | Account details
&) Transaction account long name for testing purpose of displaying account alias in two rows 96,089.08 BAM -

Statuz: AKTIVAN
Owner OD ABS AGENT SOVIC SAMIR

d at 27.08.2008 BAN: BAIS1950500055313084 Extemal I 1990490045013364

4000.00 Owerd

sed 391092 Reserved balance: 6.269,00

Contract No.: 42058 Available amount 233.900,00

= =]

DARIO KURES D DARIO KURES D DARIO KURES D

Owner Owner

.
UNATEST DARIO KURES (] oawokures [

ate: 30,09.2015

Figure 14 - Details of the account

This screen is used to the review all the account details. Besides, this screen serves as a starting point for all
operations regarding the chosen account.

The screen is visually divided in two sections, the main section and the section related to the bank cards (for the
accounts that have bounded cards). The main section includes basic information about the account like: account
details, currency details. Also, in the lower part of the section the operational buttons are placed, which serves
as a shortcut towards the operations which are allowed for that account, like: domestic or abroad payments,
transfers, transaction details or bank statements, review of maturity, installments etc.

@ 11



(&) waa o

Figure 15- Change of alias

It is worth to mention that it is possible to give the account some alias, so the account can have the name that is
the most suitable for the user.

@ 12



6 Orders

Module Orders, beside standard operation of the creation of payment orders, also allows the complete access
into existing orders in various statuses. It is possible to perform various operations with the help of adequate
actions for working with orders in certain status. For example, it is possible to review the details of every order,
cancel, copy, or print order, as well as to group orders.

Orders L
Home / Orders
OPENED UNSIGNED SIGNED PROCESSING APPROVED REJECTED CANCELLED
Q Search Searched by [0 v
Order type Orderid Amount
Al v to
Deseription Date
&) 06.04.2022
vae v& o
Finish Copy Cancel | Group Ungroup | Impor
18
[) NOT GROUPED (93) -~
Domestic & 1000160 - Test racun 2
< Ena otvoreni test £ 10.02.2022 1.00 BAM
¥ 1726920 ~> aaaasaaanaazaca e h >
Domestic - 42058 - Transacion account long name for testing purpose of
R - £ 11.01.2022 BAM
1726452 = fifggt W & )
s Abroad & 42058 - Transaction account long name for testing purpose of » ) R
- 23.11.2021 15.00 USD
*Y 1722830 ~- Rashi Juan o = >

Figure 16 - Module Orders

Module offers:

display of the list of orders with basic details according their status,
search of existing orders by one or more criteria,

display of individual order,

filtering and sorting of orders,

actions for group and individual work on orders,

creation of new orders.

O O O 0 O O

5.1 Status menu

Status menu is the component of the application which is used during the work on created orders, whether they
are payments or transfers. As shown on Figure 17 -Status menu, status menu consists of elements — status. Every
element of this menu represents set of orders in certain status.

m UNSIGNED SIGNED PROCESSING APPROVED REJECTED CANCELLED

Figure 17 - Status menu

Statuses represent the path (steps) of the order from its creation to its execution.

13



O QOdobreni
U obradi
OPotpisani

nalozi

O

Nepotpis
ani nalozi

Otvore
ni
nalozi

Figure 18 - Path (steps) of the order through ELBA application

Type of statuses

o Open orders — incomplete orders that are prepared but cannot be considered as finished or ready for
signature. Orders can be edited.

o Unsigned orders — orders that are created, finalized and are waiting to be signed by one or more
signatories. When order reaches signature of minimum 100% it automatically goes into the next phase
— it gets the status of signed order.

o Signed orders —orders that are not yet taken over by the bank for processing. Automatically up on being
taken over it goes into next phase.

o Order that are being processed — orders that bank took over from the electronic banking system and
that are being processed.

o Approved orders — orders that are successfully accepted and successfully processed by the bank.

o Rejected orders — orders that are not successfully processed by the bank. During processing bank has
entered the reason for rejection which can be seen in the details of the order.

o Canceled order — orders that user have canceled in one of first three phases.

5.2 List of orders display
List of orders consists of basic orders details, depending on the status of order.
Initially all types of orders are showed in the status Open, that are created within the last month.

In order to have more efficient work with huge number of orders and for the better organization of work, orders
in statuses Open, Unsigned and Signed can be grouped.

At the beginning of work with ELBA application, all orders in certain status are placed in the group NOT GROUPED.
More about the method of group creation one can find in chapter Orders grouping.

@ 14



Changed on IF Search

(J NOT GROUPED (93) N '

A ?:ng:;;ic @ ;222;22;::;?::‘7 : @ Ena otvoreni test £ 10.02.2022 1.00 BAM >
?;)ng::;ic @ :fo;Zz: - Transaction account long n. o- —— . >

) ?;)227;3\:: @ ;2;;5'-?' —J'lr-lr:gsamion account long n. o o 2511 2001 - >

'-'4 ?;)227;:2 @ ;1‘2:(5: - Transaction account long n @ Testiranje pravila keja sprijecavaju sumnjive naloge & 23112021 15.00 EUR >
?;‘:;::;ic \:’_:: iiifié;ansacum account long n @ Kreiranje UPP uzorka - Notify email & 10.11.2021 11.95 BAM >

Selected orders: 0
Domestic equivalent (informative). 0.00 BAM

Figure 19 - List of orders display

By crossing over certain data with mouse pointer full description of that data is shown.
In the list of orders, you can see:

Type of transaction (domestic or abroad payment or transfer) / ID number of transaction,

o Sender / Receiver,

o Transaction description — purpose of payment. If the order has a status Rejected this field represents
information about the reason why it is rejected, or if the order has a status Canceled the information
about the reason for cancellation of the transaction,

o Date of modification — date of the last modification on the order,

o Amount — the amount of the transaction. In the case of transfer, there is an information about the

amount from account and the amount to account.
5.2.1 Order details display

In order to see the detailed information about the certain order click on the button ? .

Depending on the type of the order you have the different kinds of money order. Figures are showing samples of
the orders in the status Open:

o Figure 20— Order sample —domestic payment,
o Figure 21 — Order sample — abroad payment,
o Figure 22 — Order sample — transfer.

@ 15



#17216802 Account

Payee (name, address, phane)

0D ABS AGENT SOVIC SAMIR DJ. DOBR. 8,
SARAJEVO 38761174107 SARAJEVO

Note ®
Svrha doznake

Beneficiary

Test

0 Executed on:

42058 - Transaction account long name for ... *

Payee'saccount 1 9 9
Benefician's
account

FOR PUBLIC REVENUE ONLY

Tax Payer ID

Revenue type

Municipality

Budgstary unit

Ex C R

Saveastempiste  Downkoad  Share

Ameunt=+1 1,00 URGENT
Payment type
Taxation period
From
To ]

Payee Tax RefNo.

Figure 20 - Order sample — domestic payment

o

#1722831

Account™

Payee ™
0D ABS AGENT SOVIC SAMIR DJ. DOBR. 6, SARAJEVO
38761174107 SARAJEVO

Order amount and currency *!
15.00 usD

Coverage amount and currency

15.00 usD

Payment description '

In Favor

42058 - Transaction account long name for ... +

RECEIVER

IBAN/Receiver account ™
PKO3ABPADDD000 1123456702

Address "'
Neka

Bank BIC™
ABPAPKKAXXX

Expanses bared by '

Primaoc

Delivery time '
T+2

&

Download

Save as template

Name '*/

Rashi Juan

Post code/City/State *'
PAKISTAN

Bank name

ABPAPKKAXXX - ALLIED BANK LIMITEDKARACHIBANKA .+

[EEREE At the time of posting the ordar the current exchange rate list will be used. The exchange rate list used in the process of creating an account is of an informtive naturs

& Execteaon

Figure 21 - Order sample —abroad payment

(i}

#1722858

Note

test

Coverage account and currency

1000160 - Test racun 2 v BAM

& <

Save as Download  Share
template
SOURCE
Account Amount Currency
1000160 - Test racun 2 v 12.00 BAM v n
£ DESTINATION
Account® Amount Currency
- 42058 - Transaction account long name... ~ 6.14 EUR v G

m Atthe time of posting the order the current exchange rate list will be used. The exchange rate list used in the process of creating an account is of an informative nature

4 Executed on: [N

w Advanced settings v

Figure 22 - Order sample — transfer

16

Remark: It is possible that some of the functionalities of the application are not available in your

configuration.



If it is about the orders which are in the statuses Open and Unsigned, it is possible for orders to be:

o Edit —modification of the entered data (status Open),
o Finalize — to finalize order which is filled and ready for signature, without possibility for further
modifications (status Open)
o Sign—statuses Open, Unsigned.
5.2.1.1 Additional information on order

Beside entered information for order, you can see the additional information like: order status, user that created
the order, date of creation, date of signature, date of processing etc.

Show / hide additional information

In the upper left side of saved order is the button Additional Information together with the ID number of order.

i

#1722858

Figure 23 — Button — Additional information of the order

1. Click on the button Additional Information.
Module that shows additional information opens (Error! Reference source not found.Figure 24).
Additional information depends on the status in which the order is in.

2. For closing additional information again click on the button Additional Information.

Created on 10.02.2022 16:02:25 Status Opened Signing date
Created by Eding, Gates Group S Processing date
Edited on 04.04.2022 10:28:36 From order 3 Valuation date
Edited by Edin6, Gates Fee

Figure 24 - Additional information on order

5.3 Searching orders

In order to have simpler and more efficient work with orders you can search them by one or more items.

Q Ssearch Searched by. [ [ W

Order type Order id Amount

Description Date

Figure 25 - Initial search of the orders

Depending on the chosen search criteria, on the right side of the panel the icons that appear are showing that
the visible data are filtered by certain datum.

The Initial Search of orders is set by the date of the last modification — orders that are shown are the orders
that are modified within the last month.

By choosing the certain type of payment in the field Type of order you have the possibility to downsize shown
data by additional fields.

17
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Q Search

Order typs Order id Amount

Description Date

Recsiver account Receiver

Figure 26 - Widen search of orders

5.3.1 Orders display without date filtering
If you want to show the data without the date filtering, it is necessary to cancel predefined filter.

1. Position yourself on the field From date.
2. Incalendar that has opened, click on the button Erase.

« April 2022
Mo Tu We Th Fr Sa Su
REJECTED CAN
1 2 3

Amount

to
Date Clear

to 07.04.2022 ] |

Figure 27 - Search — erasing of date

Steps 3 and 4 are optional.
3. Position yourself on the field Until date.
. In calendar that has opened click on the button Erase.
5. Click on the button Search.

5.4  Orders filtering

It is possible to additionally narrow the list of orders using the filter.

Figure 28 - Filtering of list of orders

1. Position yourself into the field Filter ...
2. Enter the sequence of characters by which you wish to filter the data.
3. Inthe list of orders only the orders that have the entered sequence of characters will be shown.

5.5 Datasorting

It is possible to sort the data shown in the list of orders by one of the following criteria:

o Date of the last modification (initially set sorting),
o Typeoforder,
o Transaction description,

&
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o Sender,
o Receiver,
o Amount.

Data in the table are initially sorted by criteria Last modification, from the newest to the oldest date of the
order modification.

1. Click on the button Sorting (Last modification).

Changed on =

Changed on

(95)

@5 Order Type

- 10001
i Description < 123
+ Sender o~ 10001

) < 123

< Receiver
£ Amount ':.\\ 10001

X~ aaaa:

Figure 29 - Data sorting

2. From the offered list choose desired criteria.
After you choose the criteria by which you want to sort the data, the data in the table will be sorted
from the data of the biggest to lowest value (for example from latest to oldest date, from highest to
lowest value, from Z-A).

3. If you wish to change the sequence in sorting, click on the button:

5.6 Actions for group and individual work on orders

For the orders in the list you can make actions of finalizing, copying, unmaking, export, grouping or ungrouping,
both on individual or on multiple orders at the same time. Some options are available only for particular statuses.

5.6.1 Selecting orders in the list of orders
In order to perform any of mentioned actions on order/orders in the list you need to select it.

o Inorder to select one or more orders, it is enough to click on it.
o Ifyou wish to remove selection from the order, click on it again.
o For selection of all orders in one group it is enough to select the field in front of the group name:

¢ NOT GROUPED (392)

Figure 30 - Selecting of the entire group of orders

When selection of one or more orders is made at the bottom of the section the total number of selected orders
with their total value in local currency (BAM) is shown. Shown value is of informational character (Figure 31).
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Ukupan broj izabranih naloga: 3 Protuvrijednost: 1.450,00 BAM. (Prikazana vrijednost je informativnog karaktera.

Figure 31 - Display of total number of selected orders and their total value.

Actions on orders depend on the type of status in which the order is in, as well as on your permissions. Actions
are active when you select one or more orders.

5.6.1.1 Finish orders

During the creation of order, it is possible to save the uncompleted order, due to various situations
V in which there is a need for later modification of the order. This kind of orders are placed in the
Finish status Open orders.

After you have entered all the data, open order needs to be marked as finalized.

1. Select order(s).
Click on the button Finish.

3. Indialogue window Finalizing orders confirm the action of finalizing by clicking on the button
Yes, mark as done.
If you wish to cancel finalizing then click on the button No, cancel.

Finalized orders after this action are placed into status Unsigned orders.

Finish filling the order

Opened and filled order has been located in the Unsigned orders category

Total number of selected orders: 1

BAM Domestic equivalent (informative). 1.00

Figure 32 - Dialog window - Finalizing the order

5.6.2 Signing of orders

For the order to be processed by the bank, it is necessary that the authorized user or users of

ﬁ electronic banking sign it.

— This option is available only for the orders that are placed in the status Unsigned orders.

=igr Signed orders are going into status Signed orders. Completely signed order goes into the processing
by the bank.

1. Select order(s).

2. Click on the button Sign.

3. In a dialog window Finalizing order confirm the action with click on the button Yes, sign
order(s).
If you wish to cancel signing then click on the button No, cancel.

Along with the signature right the percentage of signature is defined. For individual persons this
percentage is mostly 100%, while companies can define persons that will be signatories and the
percentage for their signature, and with that it is made possible that multiple signatories share the
right to sign in certain ratio (for example, the director has 100% and deputies 50%). The order is
considered signed only when it is signed with 100% or more.

By reviewing the additional information about the order, it is possible to see the current percentage
of signature and signatories that have signed the order so far.
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Orders signing

Signed orders have been located in the Signed orders category. Fully signed orders are passed to the bank for

processing

Total number of selected orders: 1

BAM Domestic equivalent (informative): 12.00

m oMLl Yes, sign in selected orders.

Figure 33 - Dialog window — Signing the order

5.6.3 Copying orders

In case of a need for fast creation of order which is similar to already existing one, it is possible to

@ copy order as follows:
1. Select order(s).
Copy 2. Click on a button Copy.
3. Indialog window Copying orders confirm the action of copying by clicking on a button Yes,
copy order(s).

If you wish to cancel copying then click on a button No, cancel.
Copied orders after this action are placed into the status Open orders.

Copy Orders

A copied order has been located in the Gpened orders category.

Total number of selected orders: 1

BAM Domestic equivalent (informative): 12.00

m No, cancel. INGEUET CeChVGEES

Figure 34 - Dialogue window — Copying orders

5.6.4 Canceling orders

If you have made a mistake or simply do not want to execute order and want to remove it from the
° status of active orders, by clicking on the button Cancel the order is being transferred to status
Cance Canceled orders.

In order to know at any moment the reason for cancellation in a field Reason enter the reason for
cancellation.

Also, if it is about the order that repeats periodically, by clicking the option Cancel and reeling (if it
exist) you cancel all future iterations of this order.

Canceling of the order is possible only for orders that have status: Open, Unsigned and Signed.
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Cancel Order

A canceled order has been located in Cancelled orders category

Total number of selected orders: 1
BAM Domestic equivalent (informative): 12.00

Reason

Cancel future orders (if any).

Are you sure? No, cancel Yes, cancel selected orders.

Figure 35 - Dialogue frame — Canceling order

5.6.5 Orders grouping

When working with large number of orders or simply out of the need for better organization and
e administration of orders, very useful option is orders grouping. Grouping makes easier signing of
orders, because by signing the group, all orders within it are signed. For better organization of
groups of orders, you can give them name and description.
1. Select order(s).
2. Click on the button Group.
3. In adialogue window Grouping orders you have two options: grouping into already available
group or creation of a new group.
a) Groupinginto already available group
- Click on the option Available group.
- From the menu Choose group choose the group in which you wish to add the
order(s).
b) Creation of a new group
- Inafield Name enter the name of the group.
- Inafield Description enter the short description of the group.
4. Confirm the action of grouping by clicking on a button Yes, add order(s) into group.
5. If you want to cancel from grouping click on the button No, cancel.

Group

Selected orders after the execution of the action are grouped into chosen/newly created group.
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Group Orders

Place your orders in groups te simplify working with.

Name
group

Description

A new group will be created

Are you sure? NGH=LI=Ml Yes, add selected orders to the group

Figure 36 - Dialogue window Orders grouping — Creation of a new group

Group Orders

Place your orders in groups to simplify working with

New

group Select a group

Azrina testna grupa (sasas) v
Existing
group

Order(s) will be added to the selected group.

m DCNCELECRN Yes, add selected orders to the group.

Figuré 37 - Dialogue window Orders grouping — Grouping into available group

5.6.6 Ungrouping orders

Grouped orders is possible to ungroup.
& 1. Select order(s) that you wish to ungroup.
2. Click on the button Ungroup.
3. Indialogue window Ungrouping orders confirm the action by clicking on a button Yes,
ungroup order(s).
If you wish to cancel ungrouping then click on a button No, cancel.

Ungroup

Ungrouped orders are part on the unnamed group.
If all orders from one group are ungrouped, the group is still available and can be used for some
other future orders.

@ 23



Ungroup Orders

Orders removed from their group have been located in one unnamed group.

Total number of selected orders: 1

BAM Domestic equivalent (infermative): 12.00

Are you sure? No, cancel Yes, remove selected orders from the group.

Figure 38 - Ungrouping orders — action confirmation

5.7 Creation of orders

Orders can be created individually, from earlier created package of predefined samples, or by importing already
prepared orders from the text document, which can be made by hand or exported from some application that
has the interface for the ELBA system.

5.7.1 Creation of a new empty order

1. Click on the button New order.
2. From drop down menu choose the option Domestic payment, Abroad payment or Transfer, depending

on the transaction you want to do.

Domestic

hd order I~

%% Abroad order

&7 Transfer D

= Create from a I
package

Figure 39 - Creation of a new order

3. By choosing one of the three options you will open the form/slip that you need to fill (more about filling
see under chapter Filling in the orders).

5.7.2 Creation from the samples package

1. Click on a button New order.
2. From drop down menu choose the option From the samples package
The dialogue window Creation of orders from the samples package is opened.
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Create an order from a package

You create new orders by selecting a template package. Created orders have been located in the Opened orders

category.

Choose a package

paket 1 (Domestic)

Are you sure? No, cancel.

Figure 40 - Dialogue window Creation of orders from the samples package

3. In the field Choose package choose already created package. Next to the name of the package within
the brackets the type of order is shown.

4. Click onthe button Yes, create order(s).
If you want to cancel creation click on the button No, cancel.

New orders are placed into the status Open.
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7 Creation of orders by import

6.1

See chapter Import-Export of orders.

Filling in the orders

Filling in the orders has four parts:

1.

Choosing sample based on which the order is being filled and/or account from which transaction will be
made,

Filling in the order,

Defining the schedule for execution,

Storing the order for later modification and signing, or as a template for future orders.

All mandatory fields in the form will have mark next to the name of the field (*).

13

6.1.1 First step of filling in the orders - choosing accounts and templates

In the first step of filling in the orders you need to choose the order template and/or the account from which the
transaction will be made.

o

Choosing the order template

ELBA is offering the possibility to create orders based on previously created orders (template). In order
to create a template, after you finish filling of the order which data can be used again later, it is sufficient
to save that order as a template.

In the Template field choose the template based on which you wish to create a new order. Depending
on the type of order you are creating (domestic, abroad or transfer) in drop down list you will see only
the samples that are suitable to the chosen type of order.

Template

1ame, address

UPP bez vrste prihoda

Uzorak PPI

Uzorak bez komitenta

Figure 41 - choosing samples of orders

Choosing the account for transaction
In order to have better efficiency during the creation of the order it is not necessary to enter the data
regarding the Sender. By choosing the account, all the details about Sender necessary for the transaction
execution will automatically be filled.

6.1.1 Second step —filling in the orders

Next step is entering the data necessary for the execution of the transaction. The form for order filling in depends
on the type of the order.
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6.1.1.1 Domestic payments
Form for filling the order for domestic payment looks the same as the standard paper order form.

All fields regarding the Sender will be filled by choosing the account and/or sample (see 6.1.1 First step of filling
in the orders - choosing accounts and templates).

If itis about orders for public revenues it is necessary to include the field Public Revenues Payment.

Template v Account'® . =
Payee (name, address, phone) * Payee's account
Beneficlary's
account
Amount = + URGENT
FOR PUBLIC REVENUE ONLY
Note
Tax Payer ID Payment type
Revenue type Taxation period
From =]
Beneficiary * Municipality
To -]
Budgetary unit Payee Tax Ref.No.
2 Executed on
L5 Advanced settings v v
Figure 42 - Order for domestic payment
6.1.1.2  Abroad payment
Form for filling the order for abroad payment look the same as standard paper order form.
Payee * RECEIVER
0D ABS AGENT SOVIC SAMIR DJ. DOBR. 6, SARAJEVO
SARAJEVO IBAN/Receiver account ™ Name *
Address * Post codeiCity/State *
Order amount and currency
Bank BIC'™ Bank name

Coverage amount and currency '*

Payment description * Expanses bared by

Delivery time *

08 Executec on ([T

Figure 43 - Order for abroad payment

After you have filled the data for abroad payment, it is necessary to attach adequate documentation based on
which the order should be done.

1. Inthe header of the order on a right side click on the button Attachment
3
Add an attachment

The dialog window Attachments will open.
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2.
3.

4.

Attachments

Size allowed: 30 MB (The maximum size of an individual document is 30 MB)

Upload / preview attachments needed for executing the order.

Please, drag and drop your file here or click anywhere in the frame to
upload the file.

Attachment description

The attachment changes will not be saved until you save the created order or until the
payment process is finished.

Figure 44 - Dialog window Attachments

To attach the document(s) follow the instructions in the dialogue window.
For the attached documents you can:
a. Edit description: click on the text Edit description under the icon which marks document whose
description you want to edit. In the field Attachment description enter the text.
b. Remove the document: click on the text Remove document under the icon that is marking the
document you want to remove.
When you have entered the document(s) click on the button Close.

Change on the attachments will not be permanent until the created order is not saved or until the
realization of payment is not finalized.
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5. When you attached documents and close the dialogue window the icon ¥ s indicating that the order
has attached documents.

Attachments

Size allowed: 30 MB (The i size of an indivi I d nt is 30 MB)

Upload / preview attachments needed for executing the order.

141 travel h._

Edit description
Remove file

Attachment description

[141 travel health insurance txt]

The attachment changes will not be saved until you save the created order or until the
payment process is finished

Figure 45 - Dialogue window Attachments - attached document



6.1.1.3  Transfer

Transfer is being used when we are transferring the money between your accounts in our bank. When transferring
the money from the accounts with different currency the automatic conversion is being done.

b
Template
Note * SOURCE
Account ™ Amount * Currenc, Y™
DESTINATION
Coverage account and currency o = o
Account Amount Currency
o6 Executod on. ([T
£ Aav
s Advanced settings v v

Figure 46 — Transfer

It is necessary to choose the account from which the transfer of money should be done and the account on which
the transfer should be made, choose the currency of both accounts and enter the amount into one of the fields
with the label Amount.

After you choose the account its balance is shown.

By predefined settings, based on the amount which you wish to send from original account automatically the
amount on the designated account will be calculated. ELBA offers another option as well — based on the amount
that you wish to get on designated account to calculate how much money you should pay in.

1. Click on button
Block Designation and field Amount in a given block are becoming active.

2. Enter the amount.

The amount that you should pay in is being automatically calculated.

3. If you wish to return the settings it is necessary to click on a button.

4. If it is about the transfer of money between the accounts with the same currency, the amount in the
both fields will be identical, while for the transfer of different currencies, first the conversion between
currencies will be made, and then the amount in the second field will be automatically filled with the
equivalent value to the amount from the other field.

Note: Conversion is done according the current exchange rate. At the time of booking the order maybe the
other exchange rate will be valid so the converted amount could be different.

From the time of order creation to its booking some time could pass so it is possible that exchange rate differences
appear.

Because of that it is useful to choose the amount that will be “fixed” by using the option Fixed amourﬁ and
with that show the processing center of this transaction that the amount is not changeable in the case of different
exchange rate.

Possible options are:

- Origin —amount that will be transferred from origin account will be fixed.

- Designation — amount which will be transferred on designation account will be fixed.

- Both—both amounts will be identical, while in a case of changed exchange rate this order most probably
will be denied due to incorrect conversion ratio.

Beside mentioned options, it is possible to choose the account and the currency from which the fee for this order
will be paid.
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6.1.2 Third step in filling in the orders — Advanced settings
The third step of filling in the orders enables setting the schedule for order execution.

Schedule of the orders execution is useful in various situations: payments of weekly or monthly obligations,
various fees, utilities, payments of the orders in future (useful during the vacation season) etc.

In the combination with the basic rules of execution, it represents powerful tool that is possible to use in various
situations, so it is for example possible to define the payment of the due credit installments with the exact due
date, both first (date Not before) and last installments (date Not after).

By clicking the option Advance settings you open additional part of the screen.

Qg Advanced settings A + Finis! #" Sign

£ Set interval #¥ General rules £ In case of an error

Schedule type * Not before Not after Try again after Number of attempts *
Immediate v =] =] - 1

m All times are displayed in Central European Time (CET/ CEST)!
Figure 47 - Advance settings

6.1.2.1  Option Choose interval

Beside the creation of standard order (option Now), which is being realized immediately upon the sending to the
bank, it is possible to create orders with precisely defined schedule of realization.

By clicking on the option Period (predefined value of Now) menu with the following options is open:

o Once — execution once in designated time in future (while it is possible the complete defining of time
and date of execution),

o Periodic execution with the options Daily, Weekly, Monthly or Annually, with the option for detailing
the time component of that schedule (hour and minute of the execution, day and month, depending on
the chosen option).

6.1.2.2  Basic rules option

Beside the schedule itself, it is possible to define the Basic rules on which the behavior of the system is based in
cases when the application is executing the order independently.

It is possible to set that scheduled order cannot be executed before (option Not before) and/or after certain date
(option Not after).

6.1.2.3  Option in case of an error

ELBA offers option of specification of what happens in cases in which there is an error in order execution, on
which the time is not specified (Number of hours/Days) after which the application will try again to execute
(option Try again later) and number of additional tries.

6.1.3 Fourth step in filling in the orders

Fourth step represents finalizing the order. Order can be: saved for later editing, saved as a template for new
orders, finalized and saved for signing, and signed.

o Finalizing order
When you have filled in the order and you want to send it for signature (unless you have the right to sign
the order) click on the button Finalize. Order is saved into the status Unsigned. It is not possible to edit
order after it is in Unsigned status.

o Signing order
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[e]

For order to be processed by the bank it has to be signed by the authorized user or users of electronic
banking.

By clicking on the button Sign the order goes to the status Signed orders. Completed order with
signatures is going into the processing by the bank.

Saving order

+~ Sometimes in a process of filling in the data it is necessary to stop the work for some reason
before you have finished the order. By clicking the button Save the order is saved into the status
save  Open.

By simple opening of the order from the status Open you can continue to work on it.

Saving order as a template
Once you have filled in the order which entries can be used for the creation of new

orders, byclicking the button Save as a template you can save the order as a template.
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8 Import—Export
7.1 Orders

Import and export of the orders are options that are making easier the work with orders for the users that have
huge volume of bank transactions.

7.1.1 Ordersimport

ELBA is offering the option of import of in advance prepared orders from text (.txt) document,
a which can be made by hand or imported from some financial application that has an interface
towards ELBA.
In order to make possible undisturbed usage of the application during the import of a huge number
of orders, the process of importing is being done in the background and the client is informed
about its finalization by message.
Imported orders will be saved into the status Open orders and grouped within the group named
Imported orders — <date and time of the import>.
This option is available only from the status Open orders.

1. Click on the button Import.

The dialogue window Orders import will open. Process of the import consists of four steps: Choose format,
Import, Status and Saving.

Import orders

Upon successful import orders have been located in the Opened orders category.

1. Odabir formata 2. Uvoz 3. Status 4 SpaSavanje

File format Order type

TXT format version 3 v Domestic Order ~

Figure 48: Dialogue window Orders import — First step
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2. Inthefirst step (Choose format) choose:
a) Inthe field File format — the data file format that you are importing.
b) In the field Order Type choose the type of the order which you are importing: domestic or abroad.
¢) Inthe field Account choose the account from which the transactions will be made. This field is
available only if in the first step you choose the data file format: TXT format version 2.
3. In the second step (Import) choose:
a) Click on the right side of the window, on the part where it is written Move your data file here or press
anywhere within the frame to download the data file.
The dialogue window Open is opened.
b) Choose the data file from which you wish to import the orders and click Open. If the document satisfies
the standards of the chosen format you will receive the visual confirmation about success. You can see
the name and the size of the document.

0b

testniNalog. .

Remove document

c) Click on the button Next step.
4. |Inthe third step (Status) the information about the status and the validity of downloaded orders are

shown.

Total: total number of orders in document;

Correct: number of downloaded correct orders;

Incorrect: number of downloaded incorrect orders.

If you have at least one incorrect order you will receive the message which explains the error, for
example: “The control sum of the order value is not correct. Format of the imported orders is not
correct.”

For every incorrect order from the downloaded document you will receive the information: order
number of the order in the document ant type of the error.

Import orders

2en located in the Opene

1. Odabi ormata 3 status 4 Spasavanye
bl s m

Figure 49: Dialogue window Orders import — Third step — successfully downloaded orders
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If only one correct order is download it is possible to finalize the import of that one correct order. Click
on the button Next step.

Import orders

orders have been located in the Opened orders categor

[iT— - 4 Spasavanie
oo @ m
dimensions: Document dimensions don't

File exceeds required fit requirements

Figure 50: Dialogue window Orders import — Third step —incorrect orders downloaded

Fourth step (Saving) represents the finalization of orders import. You will receive the message about
successfully imported orders (total number of orders / number of successfully downloaded orders), as well
as the massage about the name of the group in which the successfully imported orders will be saved.

6. Toimportordersinto the application, click on the button Import.

Import orders

Upan successful import orders have been located in the Opened orders catagory.

1 Odabifomata SR

Finish

1 out of 1 orders successfully imported. Your orders have been placed in a group ‘Imported orders - 07.04.2022 16:11:11

Figure 51: The dialogue window Orders import — Fourth step

7.1.2 Orders export

ELBA offers possibility of exporting orders like a data file, in order to import the result of the export into ELBA

or

some other financial application that has an interface with ELBA. Unlike the previous versions of ELBA system,

this version supports the simultaneous export of several different types of orders.

This option is available from all statuses except the statuses Open orders and Canceled orders.

1. Select one or more orders and then click on the button Take on the upper right part of the table.

3
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3. The dialogue window will open Choose report format, with a list of possible formats of export.

Report format selection

& PDF report with
PDF report - details
TXT version 2 n TXT version 3 n

Figure 52- Choose report format
4. By clicking the button Take beside the name of the chosen format you are taking over corresponding
data file.

7.1.2.1 Data file formats
There are two general versions of the content of export data file:

- Version 2 (compatible with previous versions of ELBA Fat Client)
- Version 3

Version 2 is format used in previous versions of ELBA, which had deficiency in inability to record orders that charge
several different accounts. As latest version of ELBA supports simultaneous work with more accounts the format
version 3 was brought in. Due to the reason of compatibility with some applications on a client side, version 2
was kept although it was limited only for text data file.

Export of orders is possible in data file formats: TXT, PDF, where for TXT format both mentioned versions are
supported. PDF export comes in two separate versions (with and without details).

7.1.2.1.1 Specification of version 2
Format characteristics:

e Ordersin this document are separated with CR
e Fieldsin one order are separated with TAB
Fields can be in three types: (varchar, number, date)
o varchar(N) —character type length N character
o numeric(N, M) — numeric type with floating point with maximum of N digit in front of floating
point and M numeric type behind floating point. Floating point is interpreted with “.” (point).
o datetime —date type in format “yyyy-mm-dd hh:mi:ss” or “yyyy-mm-dd” where:
=  yyyy denotes year
= mm denotes monthin ayear
= dd denotes dayin a month
=  hh denotes hour
=  midenotes minutes
= ssdenotes seconds
e  Fields cannot contain CR or TAB

e Line that starts with #is considered as comment and at import is being ignored

e  First line of the document contains control information about included orders. In that line there have to
be two fields (fields are numeric and between themselves separated by TAB): first field with total number
of orders included in document, and second with calculated control amount from orders (total sum from
all orders amounts).

7.1.2.1.2 Domestic order

Import/export data file for domestic orders has the following fields that appear in the following order.
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Field name Type Obligatory Description

Ordinal number of the record (starts from 1 for

RBR_NALOGA NUMERIC YES the first record and itincrements for every next
one)

NAZIV_POSILIAOCA VARCHAR YES Sender Name (field “Paid by”)

RACUN_PRIMAOCA VARCHAR YES Receiver Account (UPP)

NAZIV_PRIMAOCA VARCHAR YES Receiver Name

IZNOS VARCHAR YES Order amount

OPIS_PLACANJA VARCHAR YES Order description
Urgency:

HITNOST VARCHAR YES T—urgent

F —not urgent
JP_TAX_NO VARCHAR Public revenues — Taxpayer’s number

Public revenues — Type of payment:
0 — REGULAR
JP_VRSTA_UPLATE VARCHAR 1 - ORDERED
2 — MONEY RETURN
3 —ENFORCED COLLECTION

Public revenues — Receiver’s Bank ID. Valuation

JP_VRSTA_PRIHODA VARCHAR from Banks Code Book.
JP_PERIOD_OD DATETIME Public revenues — Tax period from
JP_PERIOD_DO DATETIME Public revenues — Tax period to
JP_BUDZ_ORG VARCHAR Public revenues — Budget organization
JP_POZIV_NA_BROJ VARCHAR Public revenues — Reference number
REFERENCA PLACANJA VARCHAR NO Reference for payment
RACUN_POSILIAOCA VARCHAR  YES Sender Account Number

| All fields of public revenues are obligatory only if any of the mentioned fields of public revenues is placed.
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If the bank is not allowing the creation of order with the name of the sender different than the name of user
account, then the field SENDER NAME will be ignored.

7.1.2.1.3 Abroad order

Import/export data file for abroad orders has the following fields that appear in given order.

Field name Type Obligatory Description

Ordinal number of the record (starts from 1 for

RBR_NALOGA NUMERIC = YES the first record and it increments for every next
one)

NAZIV_P0§ILJAOCA VARCHAR YES Sender Name (field “Paid by”)

IZVORNA_VALUTA VARCHAR  YES Currency code of the account from which

payment will be done

ODREDISNA_VALUTA VARCHAR  YES Order currency code
Order amount in currency:
IZLAZNI_IZNOS VARCHAR  YES ODREDISNA_VALUTA

(DESIGNATED_CURRENCY)
OPIS_PLACANJA VARCHAR  YES Order description

Costs paid by:

TROSKOVI VARCHAR  YES S - sender

O — receiver

D —divided
RACUN_PRIMAOCA VARCHAR YES Receiver Account
NAZIV_PRIMAOCA VARCHAR YES Receiver Name
ADRESA VARCHAR  NO Receiver address
ADRESA 2 VARCHAR NO Postal code/city/state

BANKA_ID VARCHAR YES ako nije zadan = Receiver’s Bank ID. Valuation from Banks Code

BANKA_NAZIV Book.

YES ako nije zadan .
BANKA_NAZIV VARCHAR BANKA_ID Receiver Bank Name
RACUN_POSILIAOCA VARCHAR  YES Sender Account number

If the bank is not allowing the creation of order with the name of the sender different than the name of user
account, then the field SENDER NAME will be ignored.

@ 38



7.1.2.1.4 Specification of Version 3
Format characteristics:

e Ordersin this document are separated with CR
e Fieldsin one order are separated with TAB
e  Fields can be in three types: (varchar, number, date)
o varchar(N) —character type length N character
o numeric(N, M) — numeric type with floating point with maximum of N digit in front of floating
point and M numeric type behind floating point. Floating point is interpreted with “.” (point).
o datetime —date type in format “yyyy-mm-dd hh:mi:ss” or “yyyy-mm-dd” where:
= yyyy denotes year
=  mm denotes monthin ayear
= dd denotes dayin a month
= hh denotes hour
*  midenotes minutes
= ssdenotes seconds
e  Fields cannot contain CR or TAB
e Linethat starts with #is considered as comment and at import is being ignored
e  First line of the document contains control information about included orders. In that line there have to
be two fields (fields are numeric and between themselves separated by TAB): first field with total number
of orders included in document, and second with calculated control amount from orders (total sum from
all orders amounts).

7.1.2.1.5 Domestic order

Import/export data file for domestic orders has the following fields that appear in given order.

Field name Type Obligatory Description

Ordinal number of the record (starts from 1 for

RBR_NALOGA NUMERIC YES the first record and it increments for every next
one)

NAZIV_POSILIAOCA VARCHAR YES Sender Name (field “Paid by”)

RACUN_PRIMAOCA VARCHAR YES Receivers Name (UPP)

NAZIV_PRIMAOCA VARCHAR YES Receivers Name

1ZNOS VARCHAR YES Order amount

OPIS_PLACANJA VARCHAR YES Order description
Urgency:

HITNOST VARCHAR YES T—urgent

F — not urgent
JP_TAX_NO VARCHAR Public revenues — Taxpayer’s number
Public revenues — Type of payment:

JP_VRSTA_UPLATE VARCHAR 0 — REGULAR
1 - ORDERED
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JP_VRSTA_PRIHODA

JP_PERIOD_OD

JP_PERIOD_DO

JP_OPCINA

JP_BUDZ_ORG

JP_POZIV_NA_BROJ

VARCHAR

DATETIME

DATETIME

VARCHAR

VARCHAR

VARCHAR

2 — MONEY RETURN
3 —ENFORCED COLLECTION

Public revenues — Receiver’s Bank ID. Valuation
from Banks Code Book.

Public revenues — Tax period from

Public revenues — Tax period to

Public revenues — Municipality
Valuation from Municipalities Code Book

Public revenues — Budget organization

Public revenues — Reference number

All fields of public revenues are obligatory only if any of the mentioned fields of public revenues is placed.

If the bank is not allowing the creation of order with the name of the sender different than the name of user

account, then the field SENDER NAME will be ignored.
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7.1.2.1.6 Abroad order

Import/export data file for abroad orders has the following fields that appear in given order.

Field name Type Obligatory Description
Ordinal number of the record (starts from 1 for
RBR_NALOGA NUMERIC  YES the first record and it increments for every next
one)
NAZIV_POSILIAOCA VARCHAR YES Sender Name (field “Paid by”)
IZVORNA VALUTA VARCHAR  YES Currency cgde of the account from which
- payment will be made
ODREDISNA_VALUTA VARCHAR  YES Order currency code
Order amount in currency:
IZLAZNI_IZNOS VARCHAR YES ODREDISNA_VALUTA
(DESIGNATED_CURRENCY)
OPIS_PLACANJA VARCHAR  YES Order description
Cost will be paid by:
TROSKOVI VARCHAR  YES S — sender
O —receiver
D —divided
RACUN_PRIMAOCA VARCHAR  YES Account of the receiver
NAZIV_PRIMAOCA VARCHAR  YES Name of the receiver
YES ako nije zadan = Receiver’s Bank ID. Valuation from Banks Code
BANKA_ID VARCHAR BANKA_NAZIV Book
YES ako nije zadan .
BANKA_NAZIV VARCHAR BANKA_ID Bank name of the receiver

If the bank is not allowing the creation of order with the name of the sender different than the name of user
account, then the field SENDER_NAME will be ignored.

7.2 Bank statements

The option for generating the report is offered for every bank statement that corresponds to the parameters of
the search. It is possible to export bank statement in the following formats: PDF, TXT, CSV, JSON. Every report
includes the list of transactions that belong to the chosen bank statement. There are two ways to reach this
option. One is by the button Download report which is placed on the right side of the line of the chosen bank
statement within the table with all bank statements. Second way is to click on a button Download placed in upper
right corner of the table with details on review page.

&
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1. Click on a button Download report or button Download.
4

2. The dialogue window Choose report format with the list of supported formats will open.

Report format selection

& [

Figure 53 - Choose report format
3. Byclicking on a button Download beside chosen format you are downloading corresponding data file.

7.2.1 Data file formats
At the moment only one version of content of export data file is supported.

- Version 2 (compatible with previous ELBA versions)

Export of bank statements in format of version 2 is possible as data file: TXT. While PDF data file for export has
the unique format.

7.2.1.1 Version 2 specification
Format characteristics:

e Ordersin this document are separated with CR
e Fieldsin one order are separated with TAB
e Fields can be in three types: (varchar, number, date)
o varchar(N) —character type length N character
o numeric(N, M) — numeric type with floating point with maximum of N digit in front of floating
point and M numeric type behind floating point. Floating point is interpreted with “.” (point).
o datetime —date type in format “yyyy-mm-dd hh:mi:ss” or “yyyy-mm-dd” where:
*  yyyy denotes year
= mm denotes monthin ayear
= dd denotes dayin a month
= hh denotes hour
=  midenotes minutes
= ssdenotes seconds
e  Fields cannot contain CR or TAB
Line that starts with # is considered as comment and at import is being ignored
o  First line of the data file has the information about shown bank statement. In that line there are three
fields (fields are between themselves separated by TAB): first field with number of bank statement,
second and third with the period of included transactions in the bank statement (format dd.mm.yyyy)

Export data file for bank statements has the following fields that appear in given order.

Field name Type Obligatory Description
DIRECTION NUMERIC = YES Transaction Direction (+/ -)
VALIDITY_DATE DATETIME = YES Transaction Execution Date
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REFERENCE VARCHAR Transaction Reference

Transaction Type (according to internal code

DOCUMENT_TYPE VARCHAR | YES book for bank transactions)

DOCUMENT_ID VARCHAR YES Transaction Identifier

ELBA_ORDER_ID NUMERIC | YES L?:::;fci(teirocr)j ELBA order who initiated
REF_BANK VARCHAR  YES BIC code of the bank connected to transaction
REF_ACCOUNT_ID VARCHAR YES Transaction Account Number
REF_ACCOUNT_NAME VARCHAR Name of the transaction account
DESCRIPTION VARCHAR Transaction Description

CURRENCY VARCHAR YES Transaction Currency

AMOUNT NUMERIC Transaction Amount

7.3 Transactions

It is possible to generate report for all transactions which are suitable to parameters of the search. Export is
supported for the formats: PDF. Every report has header with the data corresponding to the parameters of search,
and additional information regarding the state on the account as well as the list of data that represents the details
about each single transaction.

<4

1. Click on the button Download report in upper right corner of table with the transactions list
2. The dialogue window Choose report format will open, with the list of supported formats.

Report format selection

PDF report

Figure 54 - Choose report format
3. By clicking on the button Download beside the name of the chosen format you are downloading
corresponding data file.
7.3.1 Data file formats

At the moment only one version of content of export data file is supported:

- Version 2 (compatible with previous ELBA versions)
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7.3.1.1 Version 2 specification

Export data file for transactions has the following fields:

Field name Type Obligatory Description

TITLE VARCHAR YES Report title

ACCOUNT VARCHAR YES Transaction Account

CURRENCY VARCHAR YES Transaction Currency

FROM_DATE DATETIME  NO Starting date of the research

TO_DATE DATETIME NO Final date of the research

REPORT_DESCRIPTION VARCHAR  NO Eﬁsﬁé'aﬁtc'ﬁ n of Transaction to be used

INDICATOR VARCHAR NO Transz?ction Direction  (ingoing /
outgoing)

LOCATION VARCHAR NO Location

MIN_AMOUNT NUMERIC NO Minimum amount for search

MAX_AMOUNT NUMERIC NO Maximum amount for search

BALANCE_BEFORE NUMERIC YES Starting Balance

BALANCE_AFTER NUMERIC YES Final Balance

AVAILABLE_BALANCE_AFTER NUMERIC YES Final Available Balance

DATE_CREATED DATETIME YES Date of Transaction

DESCRIPTION VARCHAR NO Transaction Description

AMOUNT NUMERIC YES Transaction Amount

REFACCOUNT_DESC VARCHAR NO Sender/Receiver Description

REFACCOUNT_ID VARCHAR YES Sender/Receiver Account

&
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7.4  Exchange rate and conversion calculator

Export of exchange rate list is supported only in format: CSV. Every report contains header with the name of the
columns and the list of data which represents rates for every currency based on nominal value of the unit. For
downloading of the report it is necessary to click on the button Download showed exchange rate list in the upper
right corner above the table with exchange rates.

7.4.1 Data file formats

Export of exchange rate list is supported only in one format:
o Version1

7.4.1.1 Version 1 specification

Export data file for transactions has the following fields:

Field name Type Obligatory Description

CURRENCY_ID VARCHAR YES Currency ldentification Code
UNIT NUMERIC YES Currency Nominal Unit

BUY NUMERIC YES Currency Exchange Rate
MID NUMERIC YES Medium Exchange Rate
SELL NUMERIC YES Selling Exchange Rate
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9 Overview

Module Overview enables the user to have approach to modules for search, transaction and bank statements
overview and overview of scheduled orders. By clicking on the option Overview from the main menu the access
to all mentioned modules is enabled, while the navigation, beside from the main menu, is enabled through the
navigational bar that is placed at the top of every module.

Eding {00 ABS AGENT SOVIC SAM [c3
Nasaisnazna!
Statements
Home / Overview | Statements
# Home
(&) Orders
Q Search Searchedby: 5 @ & w
Q, Overview
Account Currancy Date
e 42058 - Transaction account lang name for testing purpose of displaying ac BAM - to 07 04 2022
Transactions
# ClickPay
Show 10 v results per page
0 TopUp
— statoment No stitement Date Baiance Betore Batance ®
4 105 6E 3 895 D6 X
& Communication ! x>
~ 015 >
- : — FAEEN

Development build Powered by PING © 1887 - 2022

Figure 55. Overview — Bank Statements

Bank statements

8.1

The display Bank Statements is user enabled only for certain types of accounts. This tool is very easy to use. On
the top of the module there are fields for the result filter, where it is necessary to choose the account and the
currency and you can set the time period. By clicking on the button Search, the Bank Statements that are fulfilling
the criteria set will appear on the table below.

Statements L

Home / Overview / Statements

TRANSACTIONS SCHEDULED ORDERS

STATEMENTS

Q Ssearch Searched by: &2 @ v
Account *) Currency Date
42058 - Transaction account long name for testing purpose of displaying ac... ¥ BAM v to 07.04.2022
Show 10 v results per page Search.
Statement No. statement Date Balance Before Balance ®

2 01.04.2015 - 30.04.2015 -3,405.66 -3,895.06 F A

1 01.03.2015 - 31.03.2015 -3,209.00 -3,405.66 L >

0 01012015 - 31 01 2015 3800 00 -320900 s >

Development build

Figure 56. Bank Statements

It is possible to perform two actions for each bank statement showed in the table:

e save bank statement in some of the offered formats

&

Powered by PING ® 1997 - 2022
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e review the bank statement details.

Details of the bank statements are shown in the Figure bellow.

Statement details

Home / Overview / Statements | Statement details

£ Return to the statements overview

Statement No

Statement Details

~ results per page

Transaction No. Transaction Date

8.2 Transactions

01.04.2015 - 30.04.2015

Valuation gate Account

-3,405.66 BAM

Statement Date Balance Before

Description

Figure 57. Bank statement details

-3,895.06 BAM

Batance

Amount Domestic equivalent

Tool for search Transaction is similar to the tool for bank statement review, both by function and by appearance.
In the field for the result filter it is necessary to choose the account and the currency and, as an option, the user
can enter time period and other filters in order to have more precise search. By clicking the button Search the
transactions that are fulfilling the criteria set will appear on the table below.

Transactions

Home / Overview | Transactions
Q search
Account Currency *
42058 - Transaction account long nam - BAM
Description

Balance before

Show 10 ¥ results per page

Creation date Description

Development build

STATEMENTS

TRANSACTIONS SCHEDULED ORDERS
had EHel=wv
Date Amount
to 022 o
Direction
15.90 BAM 233,900.00 BAM
Balance afte: Available balance
<
sender | Recsiver Sender | Recsiver Account Amount (i)

Figure 58. Transactions

v

Powered by PING © 1997 - 20

All transactions received by search can be saved in PDF or JSON format. Also for every individual transaction it is
possible to review the details. Layout of the details of one transaction is shown in the Figure below.
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Creation date Description Sender | Recaiver Sender | Receiver Account Amount [i]

08.09.2021 15:39:59 Topli obrok FBIH 06/2017 - 450333021000042058977 177.87 v
nsact Amount valuat
52269651592 177.87 08.09.2021
LD - OBRACUN PLATE 08.09.2021
ABSBBA22XXX - 000001-B - 52269651582
450333021000042058977 Topli obrok FBIH 06/2017
ZLIA- R:1412 10395145 2-Centraino grijanje Kantanaino javno komunalna preduzece za proizvods 5 282707 v
K P v

Figure 59. Transaction details

8.3 Scheduled orders

During creation of new payment order and/or transfer it is possible to schedule order execution in several ways.
That means that user can set various conditions for order execution while creating the order, like time of
execution, schedule or state on the account. That kind of orders are called “set” and they can be executed once
or periodically. For better visibility this kind of orders are placed separately. Review of scheduled orders is shown
in the Figure below.

Scheduled orders L

Home / Overview / Scheduled orders

STATEMENTS TRANSACTIONS SCHEDULED ORDERS

Scheduled orders overview :? .
@ Domestic @ :?:ji;?‘“sam” accountlong n @ testd Monthly & ) 1.00 BAM >
@ Domestic @ :5253.*»5\\sa[mn accountlong n @ test2 £ Monthly & ; Eg 522 1.00 BAM >

Figure 60. Scheduled orders

For every order it is possible to review the order details (by clicking the button ? for the order in question). Also,
you can cancel order — by selecting one or more orders and then clicking on the button (for the button to become
active, at least one order must be selected):

Figure 61. Canceling order action
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10 Click Pay service

& Issuer bt roprivieda BIH v

[=s The new contract activation v

Reference (Please see the image below.) !

‘Your name for the service

« Activate

Javno preduzed:
ELEXKTROPRIVREDA BOSNE | HERCEGOVINE
d.d. - Sarajevo

OSNOVA
Racun za period 19.02.2020 - 19.03.2020

Bi Existing contracts

Contract Name |=

test

Struja kuéa

gfifg

aa

4545

12313132132

Figure 62 — Example of e-bill entry

Contract ID

test123

40403-0562365

fifgifi

40403-1234566

4545

123456

Search

<<

x

X %X X X

Through the module for Click Pay service it is possible to activate new contracts. Also, it is possible to review

existing contracts for chosen issuer.

ClickPay

Hame | ClickPay

ClickPay (4)

0 senaer Description
0 = JrEekiops F#402-010866-040152003
(m] £ BhTelecom Moja TV Full maj 2020 ref maj2020
(m} & JP Elektropri Ratun za elekiritnu eneriju
(m] £ BnTelecom - Moja TV Full april 2020 ref april2020
£ Vodoved i ka 70101244495 26061
B JPElekirapri 402-010886-030152003
B JPElekirapri NET01-01199080-29061
B Elekiroprivre. N#3014-0152435-28061

Amount

0.99 BAM

54.90 BAM

54.90 BAM

0.99 BAM

4871 BAM

975 BAM

Payea

61.60 BAM

0.99 BAM

40.00 BAM

875 BAM

Figure 63 - Review of e-bills

In browser "Click Pay" all received e-bills with the status Paid and Unpaid are shown. Within the browser
unpaid” e-bills and pay them.

Ill

possible to choose one or al

Search

Date

08.02.2020

30.05.2020

30.05.2020

30.04.2020

02072021

09.02.2020

02.07.2021

02.07.2021

service name

Struja kuéa

BHMobile 2020

Struja kuca

BHMobile 2020

apet voda komsija

Struja kuéa

test

it is
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Title: F#402-010866-040152003

Sender JP Elektroprivreda BIH © 09 02 2020

Status. [TEIENEN

Reference 402-010866-040152003 Period: - Due date: - Amount 0.98 BAM Payed - BAM

% Invoice overview

Download

Payment amount (BAM) Account

Test racun 2 . Fr—

Figure 64 - e-bill details

By double clicking on e-bill in the list, the details of e-bill will open. In case that it is unpaid e-bill it is possible to
pay it or remove it. Prior to payment of e-bills it is possible to change the amount of payment (it is not possible
to pay bigger amount than the original). It is possible to take over the PDF format of the bill.
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11 Top Up service

Module Top Up enables user to send refill from one of his accounts, that has the permission for that, to certain

mobile number. This module offers review of contacts to whom the user previously has send e-refill.

Top-Up

Home | Top-Up

[& Previous contacts v [ e-Recharge

)~ results per page h Account
00160 - Test racun 2

Lastname First name Teisphons Ho ®

Lefover amount (daily) 10.00 BAM
[Falr s
Amount~
hEF x
2 EF x Phone number *
[alir g
Al
Al

Confirm the phone numbaer *

& %

& %

Figure 65. E-refill

In order to send refill, the user needs to choose the account from which she/he wishes payment to be done,
enter the amount which she/he wants to send (the amount needs to be smaller or equal to remaining daily
allowed amount for the refill) and then to enter phone number that will be refilled. After entering the data, by
clicking on the button Refill the user confirms the data and is sending the refill onto the entered number, after

which she/he will receive adequate notification about the refill.

D e-Recharge

Account

1000160 - Test racun 2 -

Leftover amount (daily): 10.00 BAM

Amount *

Phone number

061000000

Confirm the phone number )

061000000

Figure 66. Credit refill
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User can review contacts to whom she/he have sent the refills earlier. For every user three actions are enabled:

e Send refill EEI - appropriate fields in the form for sending of refill are filled in with phone number of the

chosen contact

N

&
e Change contact E - change of the data about chosen contact (Figure 68.)

o Erasecontact * - erasing contact from the contact list (Figure 69.)

(&} Previous contacts

Show 10 ¥ results per page

Last name First name Telephone No

Figure 67. Contacts

Edit contact

Last name '@

Doe

First name

John

Phone number

No, cancel. NN ERT

061000000
Figure 68. Change contact details
Top-Up
Last name: John
First name: Doe
Telephone No.: 061000000

m NR=hN Yes, delete the contact

Figure 69. Erasing contact

alrs
e
&
Faled
Fajles
ey
@
&
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12 Apply

Apply for additional services

Home | Apply

SELECT REQUEST

B Zahijev za karticni proizvod
B Zahtjev za kreditni proizved
B Zahtiev za paket usluga

B Zahtjev za koristenje usluge elekiranska
bankarstvo i mobiino bankarstvo

B TechDemo

Development build

Submitted Service Requests (18)

90668

90288

90265

90241

90236

90235

90234

90233

90232

an7a1

Title

Zahtjev za kartiéni proizvod

Zahtjev za kartitni proizvad

Zahijev za kartiéni proizvod

Zahijev za kreditni proizvod

Zahtjev za kreditni proizvod

Zahtjev za kartiéni proizvod

Zahtjev za kreditni proizvod

Zahtjev za kartiéni proizvad

Zahtjev za kreditni proizvod

Zahtiev za kreditni oroizvod

Status

Approved

Approved

Approved

Approved

Approved

Approved

Approved

Approved

Approved

Anneruad

Figure 70 - Apply

Description

Search

Date

16.02.2022 11.:56:49

2010 2020 13-00:52

27032020 15:46.16

19.03.2020 21:24:19

17.02 2020 2005:39

17.02.2020 20:01:49

17.02.2020

17.02.2020 16:18:00

17.02. 2020 13:32:56

1402 2020 151233

Powered by PING © 1997. - 2022

The option Apply enables the creation of on-line demands for certain bank service. After the creation of a new
request it is send to the bank. The user will be contacted by the bank after the request is processed. Module
enables review of previously created requests.

Request details

Home / Apply / Request details
SELECT REQUEST
B Zahtjev za kartini proizvod
B Zahtiev za kreditni proizvod
B Zahtjev za paket usluga
B Zahtjev za koridtenje usluge elektronsko

bankarstvo ili mobilno bankarstve

Tech Demo

Request

©) 90668 - Zahtjev za karti¢ni proizvod

@ Aftachments: 1

Request filled

Figure 71 - Request details

SR Approved |

£416.02.2022 u 11:56
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13 Communication

E & signed in as IME116850 o (2] o 3

Communication

% SBERBANK

Communication

=]
cATEGORIES All Messages (1
@ AllMessages .
= KB sender Title Date
& e
a [

0 Top-Up
B Request
& Communication

© Other

pogeaagEnf ¢

PING © 199
Figure 72 - Screen for review of communication module
Module for communication Oprovides review of the interaction between user and the bank.
It consists of:

o News,
e  Your banker,
e Contact us.

On the screen for messages browser it is possible to start the interaction with the bank, by choosing the desired
action. Also, the user has summary of all messages in a table. It is possible to filter and sort the table.
12.1 News

Section for news display, beside its informational and promotional character, is a source of very important
information so it is recommended that every news should be read. The bank often sends important information
regarding the electronic banking service.

News
Home / Communicatien / News
News (0)
Sender Title Status Date
& ELBA B4 Aida testna vijest READ 05.06.2018 00:00:00
& ELBA B2 Aida testna vijest READ 05.06.2018 00:00:00
4 Habibija Safet B4 CRM Vijest (bosanski) READ 22.12.2014 10:40:04

R

Figure 73 - Screen News
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12.2 Your banker

Your Personal Banker

ir | Your Parsonal Bankar

Contact Your personal banker

Contact me via ail axara@ping ba

Figure 74 - Screen Your Banker

It enables e-mail contact with personal banker or other person in charge for help in doing business with the bank.

12.3 Contact us

Contact us
P Communication | Contact us

Contact us (510) +# Contact us

Tite Date

BEEBBAT

Figure 75 - Screen Contact us

It enables notification about technical problems in ELBA system use. Through the module mask, (Figure below),
itis possible to briefly or in detail describe the technical problem and, by using the option Add, attach the screen-
shots or similar data file which can help in solving the problem.

Contact us

Home / Gommunication / Contact us | Comtact us

Technical problem reporting

Title: 1778 - Ena cetvrti put prijavijuje pohvalu

Sent by Administrator

Sent by dema

Potwala 4

Figure 76 - Details of problem notification

For previously reported problem it is possible to review status and the response by the bank employees.

14 Other

Module Other provides the user with additional features and options like conversion calculator and exchange
rate, templates management, and mobile ELBA.

&
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13.1 Exchange rates and conversion calculator

This module offers the possibility of reviewing the exchange rates for the chosen date, as well as the conversion
calculator according to the exchange rate for that date. Beside review, it is possible to save the shown exchange
rate listin CSV format.
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Exchange rates and currency converter

Home / Other / Exchange rates and currency converter

Exchange rate date

= Conversion calculator

Amount

Forex list for: 07.04.2022 16:50:00

Currency
I8 EUR (EVROPSKA UNIJA)
B USD (SAD)

2 HRK (HRVATSKA)

CHF (SVICARSKA)

® JPY (JAPAN)

= Conversion calculator

Amount

Forex list for: 07.04.2022 16:50:00

Gurrency

B EUR (EVROPSKA UNIJA)
BE JSD (SAD)

=& HRK (HRVATSKA)

CHF (SVICARSKA)

® JPY (JAPAN)

B NOK (NORVESKA)
FHRSD (SRBIJA)

== HUF (MADARSKA)

= GBP (VELIKA BRITANIJA)
23 DKK (DANSKA)

B AUD (AUSTRALIJA)

I+ CAD (KANADA)

I SEK (SVEDSKA)

13.2 Mobile banking

07.04 2022

From currency

BAM

To currency

Currency unit

100

100

Time 16:50

Amount

Buying

1.955830

1.663915

25770298

1.762367

1.501763

Figure 77. Exchange rate and conversion calculator

From currency

BAM

To currency

Figure 78. Conversion calculator

Currency unit

100
100

100

100

Figure 79. Exchange rate

Amount

Buying

1.955830

1663915

25770298

1.762367

1501763

0.195182

1.659243

0.537050

2289595

0.262319

1.265858

1.319808

0.190553

Middle

1.955830

1.668085

25834885

1.766784

1.505527

Middle

1.955830

1.668085

25834885

1766784

1.505527

0.195671

1.663402

0.538396

2295333

0.262976

1.269031

1.323116

0191031

&

Selling
1.955830
1.672255

25.899472
1.771201

1.509291

|

A

Selling

1.955830

1672255

25899472

1.771201

1.609291

0.196160

1667561

0.539742

2.301071

0263633

1272204

1.326424

0.191509

Module Mobile banking enables review of all authorized mobile devices for the access to mobile application.
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ASA Mobile Banking

Home / Other / Mobile Banking

D Active applications C
+ New Activation Code

Show 10 ¥ results per page Search
Registration date Application ID Device ®
07.04.2022 13:21:54 mELBA Android v8.0.0 - 2.0.0.115269 x
07.04.2022 11:48:15 mELBA Android v11 - 2.0.0.115301 x
06.04.2022 14:27:35 mELBA Android v10,10 x
06.04.2022 10:41:04 mELBA Android v11 - 2.0.0.115433 x
06.04.2022 09:34:05 mELBA Android v12 - 2.0.0.115303 x
15.02.2022 09:41:20 mELBA Android v11 - 2.0.0.115292 x
07.02.2022 09:36:31 mELBA Android v11 - 2.0.0.115259 x
0502 2022 11-03-34 mFl RA Android v11 - 2 0 0 115231 x

Figure 80. mBanking

User has available two actions:
e Generating code for adding a new authorized mobile device (Figure 81. New activation code.)

By clicking on a button New activation code the user is generating the activation code which can be
used for the activation of the application on mobile device. The code is active only for certain time, after
which it cannot be used and the new number must be generated.

+ New Activation Code

Figure 81. New activation code

e Removing device, meaning deactivation of application from that device (Figure 82. Removing device )

In the review of authorized devices, at every one of them the option is given that the device can be

removed, meaning the activation on that device can be deactivated by clicking on the button X , after
what the window appears where the user needs to confirm the action. With this action the approach to
the mobile application from that device is disabled.

Deactivate an application

By removing the application from the list you are deactivating the application on the device.

Registration date: 07.04.2022 13:21:54
Application ID: mELBA
Device: Android v8.0.0 - 2.0.0.115269

Are you sure? NGRGELE I Yes, deactivate the application.

Figure 82. Removing device
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13.3 Templates

Order templates

fome / Other / Order templates

% Packages Bi Templates + New template
Package Type ® Type Template Package ®
- [ ] x - x
- v x
- x
- ~ x
- ~ x
- v 7 x
- v x

Figure 83. Templates and packages management

Within this section it is made possible to easier and more efficiently manage the templates within ELBA system.
It is possible to:

o C(Create the new package,

e Change the package,

e  Erase the package,

o Create the new template,

o Change the template,

e Add atemplate into the package,

o Take out the template from the package,
e Erase the template.

It is possible to group the templates into the packages. Also it is possible to place more templates into one
package of templates and use them when creating the order. In other words, with just one step it is possible to
create the same number of orders as there are templates in chosen package.

By clicking the button Add to package it is possible to allocate the template to certain package. It is important to
mention that within the package only the orders of the same type can be placed.

When the package is being erased the templates that are within the package will not be erased.
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